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Section 4 - Information Technology
Overview

Th is section lists equipment, software, and systems that provide information functionality and 
interoperability between local responders and other agencies working in cooperation to resolve or 
manage incidents. Th e items mentioned serve to develop situational awareness and better coordinate 
response operations for CBRNE terrorism and other ‘all-hazard’ homeland security operations.

Like the previous edition, the Spring 2007 SEL has divided information technology, cyber security 
and communications into three distinct sections (Sections 4, 5, and 6 respectively). While there con-
tinues to be a close connection among the three (and even some merging of technologies such as voice 
communications over the Internet and encryption of data), the separation of sections should make 
it easier to locate desired items. We have continued our eff orts to provide information on desirable 
features, operating limitations, and standards (where applicable). Th e information provided is by no 
means exclusive. Th ese fi elds are designed to enhance the reader’s understanding of the defi ned items 
and their practical use.

Changes for 2007

As described in this year’s SEL Introduction, the IAB has realigned the structure of the SEL to match 
the DHS Authorized Equipment List (AEL). Th is will enable the Responder Knowledge Base to pres-
ent all users with the fi rst integrated display of AEL and SEL information. Because DHS is required 
to manage and report grant expenditures in a specifi c set of categories, we have worked with them to 
move some items from the Information Technology (IT) section into areas that refl ect their functional 
use. Items from the 2006 IT section such as Data Fusion, Signals Intelligence Investigative Software, 
and Facial Recognition Software have moved to a new Section 13, Terrorism Incident Prevention 
Equipment. Video Security Assessment Systems have been moved to Section 14, Physical Security 
Enhancement Equipment, while Fingerprint Processing Equipment is now part of Section 20, 
Intervention Equipment. 

Th e IT section now includes Underwater Cameras (supporting a major initiative in Sections 1 and 3 to 
incorporate water operations), and Operational Area Personnel Tracking and Accountability Systems. 
Datasets for Geospatial Information Systems (GIS) were also included as a separate item, recognizing 
that they are being procured separately from the original systems. Other minor changes and updates 
are included throughout the section.

Online Selection Factors

Like many sections in the 2007 SEL, the online1 version of the Information Technology Section uses 
a pair of selection factors to assist users in quickly identifying appropriate equipment items. For this 
section, the SubGroup chose User Level and Use Location (described below) as the two factors. Every 
online item is “tagged” for each appropriate combination of factors. Th us users of the online version 
can choose any combination of User Level and Use Location, and the system will provide a list of all 
items tagged for that combination.

1 Th e online version is available on the Responder Knowledge Base, www.rkb.mipt.org. 
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Th e User Levels for information technology equipment are defi ned as follows:

End User   Users who possess no special training or other qualifi cations with respect to 
the equipment being utilized. Examples would be personal computer users 
who are familiar with basic applications but have not received any classroom 
or advanced training.

IT Technician   Users who possess some specialized training or other qualifi cations with 
respect to the equipment being utilized. Examples would be users who have 
attended classroom training for a Geographic Information System (GIS), or 
who have received training in hardware installation and setup.

IT Advanced Technician  Users who possess some extensive training or career-level qualifi cations 
with respect to the equipment being utilized. Examples would be trained 
professional network administrators who possess professional qualifi cations 
such as MCSE, or computer repair professionals.

Th e probable Use Location(s) are defi ned as follows:

Rear Information Zone - Strategic   Emergency Operations Center/ Joint Operations Center 
Intel Support.

Rear Information Zone - Operational  Emergency Operations Center/ Departmental Operations 
Center Intel Support.

Forward Information Zone -   Incident Command Post Intel Support; near incident
Support [Cold]     scene, but in cold zone.

Forward Information Zone -   Operations/Intel Support in warm zone.
Contamination Reduction [Warm]

Forward Information Zone -   Operations/Intel Support in hot zone.
Exclusion [Hot] 

Th e factors described above provide a method for classifying equipment items. For example, a net-
work router might be classifi ed as requiring an IT Advanced Technician to install and confi gure, and 
might be used in the Rear Information Zone or the Forward Information Zone - Support [Cold], but 
would probably not be used in either the Warm or Hot Zone. In the online SEL, if a user selected “IT 
Advanced Technician” and “Forward Information Zone - Support (Cold)” as the two desired selection 
factor values, the network router item would appear in the search results along with any other equip-
ment recommended for that combination.
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